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The impact of the General Data Protection Regulation on your business

The General Data Protection Regulation (679/2016/EU) (the “GDPR”) on the protection and processing of personal data and on 

the free movement of such data will come into force on 25 May 2018.  The GDPR will replace the current Directive 95/46/EC 

(the “Data Protection Directive”). The GDPR will introduce various new concepts however a number of the existing features of 

the Data Protection Directive remain in force. 

Companies will need time to prepare in order to be able to comply with the GDPR’s provisions from when it comes into force. It 

is important to be familiar with the changes introduced in this area by the GDPR and to plan ahead for a smooth transition. 

Some of the GDPR’s key new concepts relate to:

Territorial Scope

In addition to taking effect in all EU Member States, the GDPR will also be of direct application to data controllers and proces-

sors established outside the EU if the processing of data relates to the  offering of goods or services within the EU irrespective of 

payment; or if the processing concerns the  monitoring of data subjects’ behaviour within the EU. Further, the tracking of data 

subjects on the internet for analysis and prediction of their preferences will trigger the application of the GDPR. This means that 

companies not established in the EU which plan to process such data will be subject to the GDPR. 

Data subjects will have the right to complain to their national Data Protection Authorities (“DPA”) in the event of a breach of their 

rights. Companies’ data processing activities throughout the EU will be regulated by the DPA of their main establishment. 

Obligations on data controllers 

Data controllers will still need to have legal justification for processing data.

The GDPR justifications for processing data include situations when: 

 

•  the data subject has consented to the processing;

•  the processing is necessary to perform a contract with the data subject or for taking steps to comply with a request made by  

     the data subject with a view to entering into a contract;

•  the processing is necessary to comply with the data controller’s legal obligations;
•  the processing is necessary to protect the data subject’s vital interests or of another natural person;

•  the processing is necessary for the performance of a task which is in the public interest or within the exercise of a data  

     controller’s official authority;

•  the processing is necessary for the legitimate interest of the data controller or a third party to whom the data are disclosed.

The GDPR sets stricter legal requirements for the processing of sensitive data.



Consent 
Obtaining consent to processing allows a data controller to establish a legal basis for the processing.  Consent is defined as 
needing to be ‘a freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or she, by a 
statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her’. The 
GDPR contains stricter rules around the use and obtaining consent for these purposes.  Where consent is given in a written 
declaration which also concerns other matters, the GDPR states that the consent must be given in such a way that it was clearly 
distinguishable from the other matters, in an accessible form, using plain language. Under the GDPR, silence or pre ticked boxes 
do not constitute consent. Therefore where the legal basis for processing data is the consent of the data subject, the data 
controller must consider alternative legal grounds on which to justify data processing.
Companies should consider reviewing their existing practices to assess whether the consents they obtain amount to a ‘freely 
given, specific, informed and unambiguous indication of the data subject’s wishes’ as required by the GDPR, particularly as it 
must be as easy to withdraw consent to processing as it is to give it. 

Legitimate interests 
Data controllers must be able to show that they have carried out a balancing exercise assessing their legitimate interests against 
the fundamental rights and freedoms of the data subject. The legitimate interests ground will be valid only when the data subject’s 
rights do not supersede the data controller’s legitimate interests. Companies should carefully consider the balancing exercise 
they carry out in order to ensure that it is appropriate for ongoing data processing. 

Obligations of data processors 
Unlike the Data Protection Directive, the GDPR imposes direct obligations on data processors. These obligations include 
requirements for data processors to: 

•  maintain records of processing activities; 
•  implement appropriate security measures;
•  appoint a data protection officer where their main processing activities involve large-scale processing operations of data  
     subjects or the processing of sensitive data;
•  comply with international data exchange requirements;
•  liaise with national DPAs when asked.

Data processing agreements between data controllers and data processors will be subject to stricter requirements as data 
processors can no longer hire sub-processors without the data controllers’ consent. Care needs to be taken when negotiating data 
processing agreements. Data processors may only process data if they receive documented instructions from data controllers. 

The GDPR also imposes extensive liability on data processors. Data processors will be liable to data subjects for compliance.  
Whereas the Data Protection Directive gives Member States the flexibility to regulate sanctions imposed on data processors when 
violating its provisions, the GDPR specifically designates the administrative fines that can be incurred for such violations. The GDPR 
establishes a two-tiered approach to fines based on the seriousness of the breach; this approach is discussed below. DPAs may 
exercise their new enforcement powers against data processors and data subjects may also seek compensation directly from data 
processors in the event that a data processor has breached their obligations. 

DPA enforcement powers 
The GDPR provides a right to compensation for material or non-material damage suffered as a consequence of a breach of its 
provisions by a data controller or a data processor. There is now direct liability for data processors and a significant increase in 
fines. For “less serious” breaches such as internal record keeping, data processor agreements, data security and breach 
notification, data protection officers, data protection by design and default an administrative fine could be levied of up to 
€10.000.000 or in the case of an undertaking, up to 2% of the total worldwide annual turnover of the preceding year whichever 
is higher. For “more serious” breaches such as those relating to data protection principles, conditions for consent, data subjects’ 
rights and international data transfers the maximum administrative fine is up to €20.000.000 or in the case of an undertaking, up 
to 4% of the total worldwide annual turnover of the preceding year whichever is higher. 

There will be a high level of exposure for on-compliance with the GDPR. The increased fines, national DPA enforcement powers 
and grounds for seeking redress under GDPR will play a major role in inducing companies to prioritise their compliance transi-
tion into the GDPR. 



Rights of the data subjects
The GDPR retains existing data subject’s rights under the Data Protection Directive yet in a more prescriptive form. Also, new 
rights are introduced as follows:

•  Information notices: Under the Data Protection Directive, data controllers had to provide data subjects information notices 
containing certain information when collecting and processing information including the purposes of the processing. The GDPR 
contains more detailed requirements regarding the content of information notices to data subjects and sets out how they shall be 
adapted individually to each data subject. Companies will need to review their current information notices for compliance with the 
GDPR.

•  Right of access: This right is retained but the GDPR adds an obligation on data controllers to reply within one month from the 
date of receipt of an access request and to provide more information than is currently required. For example, the envisaged 
period for which personal data will be stored, the relevant safeguards on a third country transfer of personal data etc. Companies 
should have in place policies on how to respond to access requests within one month and on how to provide the additional 
information.  

•  Right to erasure (“right to be forgotten”): Data subjects have the right to request a data controller to erase their personal data 
without undue delay in certain circumstances. For example, the data is no longer necessary in relation to the purposes for which it 
was obtained, or the data subject withdraws consent. 

•  Right to data portability: Data subjects have the right to obtain a copy of the personal data they have provided to the data 
controller, in a structured, commonly used and machine-readable format.  They also have the right to transmit that data to 
another data controller. All companies, and especially those which process large volumes of personal data, should keep this right 
under review and consider how they will implement this in practice. 

•  Right to object processing and profiling: Data subjects have the right to object to their personal data being processed on the 
basis of the data controller’s legitimate interests, in the public interest or in the exercise of official authority by the data controller, 
including profiling based on these grounds. The right to object to processing for direct marketing purposes remains with an 
addition with the right to object to profiling to the extent that it is related to such direct marketing. These restrictions will only have 
an impact on companies which perform profiling activities. Occasional profiling activities may mean that companies can simply 
refrain from performing it rather than comply with the GDPR; regular profiling activities means that suitable consent procedures 
may be necessary to continue their performance.

Since the rights of data subjects are extended under the GDPR, companies need to consider how to adapt their practices (if 
needed) to respond to these new rights appropriately.

Notification of personal data breaches 
Data controllers have no more than 72 hours after becoming aware of a breach of the GDPR to notify their national DPA of the 
personal data breach except where such a breach is unlikely to result in a risk to the data subject’s rights and freedoms. Where 
such notification is not given within 72 hours it has to be accompanied by reasoned justification. Companies will have to devise a 
data breach scheme in order to adhere to this strict data breach reporting obligation. 
 
After notifying the national DPA, data controllers are also required to notify, without undue delay, data subjects affected by the 
personal data breach where it is likely to result in a risk to their rights and freedoms. The notification has to describe in clear and 
plain language the nature of the breach, contain measures taken to mitigate its effects, and contact details of the national DPA 
where more information is available. 

Transfer of personal data 
The GDPR retains restrictions on the transfer of personal data to third countries. Both data controllers and data processors can 
transfer personal data to jurisdictions declared adequate by the EU Commission only if they implement appropriate safeguards 
and there are enforceable rights and legal remedies available to data subjects. Binding corporate rules (“BCRs”), which are 
agreements used to lawfully transfer personal data still require the approval of the national DPA but the process of acquiring 
approval will be less onerous than that of the mechanisms provided under the Data Protection Directive. 



Recommendations from the Cyprus Data Protection Commissioner 
Since the GDPR involves considerable changes to existing data protection laws and practices, the Office of the Commissioner for 
Personal Data Protection in Cyprus has published ten steps it recommends that companies take to prepare for the implementa-
tion of the GDPR, which are as follows:

1.   Identify which aspects may of the GDPR have impact on your business;
2.  Create a list of your business activities that may fall within the GDPR’s scope;
3.  Check out whether information you provide to data subjects needs to be altered to conform with the GDPR;
4.  Examine how the rights of data subjects impact your business activities;
5.  Prepare how you will justify, if asked, the legal basis which allows you to undertake certain activities;
6.  Review the GDPR’s provisions on consent, especially if your business activities are based on consent; 
7.  Ascertain whether your security measures conform with the modernised technical and procedural measures required by the  
    GDPR;
8. If you are involved in high-risk processing activities, like processing of special categories of personal data or data relating to  
    criminal convictions and offences on a large scale, you will need to devise new mechanisms and review the GDPR’s provisions  
    on data protection by design and by default; also, companies which process large-scale data or sensitive data should consider  
    the appointment of a data protection officer;
9. If your company operates in more than one EU Member States, you should consider whether you will designate the state of its  
    main establishment;
10. Familiarise yourself with the new obligations imposed on your business.   

The GDPR aims to harmonise national data protection laws across the EU and introduces a number of new features that 
correspond with technological developments. Businesses already complying with the Data Protection Directive have a strong 
starting point to build on as many core data protection concepts will remain unchanged. However, businesses should take 
advantage of the time available before GDPR comes into force to consider the impact of the changes and identify what 
implementation and compliance strategies they need to put in place. 
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