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The ImpacT of The 
General DaTa proTecTIon 
reGulaTIon on Your 
BusIness
The General Data Protection Regulation (679/2016/EU) (the 
“GDPR”) comes into force on 25 May 2018. It is important 
for companies to be familiar with the changes introduced by 
the GDPR and to plan ahead for a smooth transition. 

these when their personal data 
is being collected (‘purpose lim-
itation’).
• Only personal data that is nec-
essary to fulfil that purpose must 
be collected and processed (‘data 
minimisation’).
• Personal data must be accurate 
and up-to-date (‘accuracy’).
• Further use of the personal 
data for other purposes that are 
not compatible with the origi-
nal purpose of collection is not 
allowed.
• Personal data must not be 
stored for longer than necessary 
(‘storage limitation’).
• Appropriate technical and 
organisational safeguards that 
ensure the security and integrity 
of personal data must be imple-
mented (‘integrity and confi-
dentiality’).
An entity can only process 
personal data in the following 
circumstances:
• with the consent of the indi-
viduals concerned;
• where there is a contractual 
obligation;
• to meet a legal obligation un-
der EU or national legislation;
• where processing is in the pub-
lic interest;
• to protect the vital interests of 
an individual;
• for the organisation’s legiti-
mate interests, but only if the 
fundamental rights and free-
doms of the person whose data 
is processed are not seriously 
impacted.

DaTa proTecTIon auThorITY 
(“Dpa”) enforcemenT 
powers
The GDPR provides a right to 
compensation for material or 
non-material damage suffered 
as a consequence of a breach of 
its provisions by a data control-

whaT DaTa Does The GDpr applY To?
The GDPR applies to personal data, that is, any information that relates to an identified or 
identifiable individual. It therefore applies if the identification of a person is possible based on 
the available data. The rules of the GDPR apply only to the data of living individuals, not of 
companies.

TerrITorIal scope
The GDPR applies to all companies and entities within the EU and also to companies or enti-
ties established outside the EU if they offer goods or services (either paid or free) within the EU 
or if they monitor the behaviour of individuals within the EU. The application of the GDPR 
depends, not on the size of the entity, but rather on the nature of its activities. Enterprises 
whose activities present a high risk for the rights of individuals, have increased obligations un-
der the GDPR.

processInG
Processing means absolutely any operation that is performed on personal data, including col-
lecting, organizing, storing, filing, erasing.

DaTa conTrollers anD DaTa processors
The data controller determines the purposes for which and the means by which personal data is 
processed (the “why” and the “how”). 
The data processor processes personal data on behalf of the controller and according to its 
instructions. The processor and the controller must have a contract in place outlining their 
respective obligations. The GDPR introduces for the first time, extensive liability on data pro-
cessors. Data processors will also be liable to data subjects for compliance.

KeY rules To processInG
• Personal data must be processed in a lawful and transparent manner, ensuring fairness to-
wards the individuals (‘lawfulness, fairness and transparency’).
• There must be specific purposes for processing the data and individuals must be told about 
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ler or a data processor. There is 
now direct liability for data 
processors and a significant 
increase in fines. For “less 
serious” breaches such as 
internal record keeping, 
data processor agreements, 
data security and breach 
notification, data protec-
tion officers, data protection 
by design and default, an 
administrative fine could be 
levied of up to
€10,000,000 or in the 
case of an undertaking, up 
to 2% of the total worldwide 
annual turnover of the preced-
ing year whichever is higher. 
For “more serious” breaches 
such as those relating to 
data protection principles, 
conditions for consent, data 
subjects’ rights and interna-
tional data transfers, the maxi-
mum administrative fine is up to 
€20,000,000 or in the case of an under-
taking, up to 4% of the total worldwide 
annual turnover of the preceding year 
whichever is higher.

rIGhTs of DaTa suBjecTs
Data Subjects have the right to:
• information about the processing of 
their personal data;
• access to their personal data;
• request for their personal data to 
be corrected;
• request that personal data be 
erased when it’s no longer needed or if 
processing it is unlawful;
• object to the processing of their per-
sonal data for marketing purposes;
• request the restriction of the processing 
of their personal data;
• receive their personal data in a ma-
chine-readable format and send it to an-
other controller (‘data portability’);
• request that decisions based on auto-
mated processing concerning them are 
made by natural persons, not only by 
computers. 

Companies need to con-
sider how to adapt their 

practices to respond to 
these new rights.

noTIfIcaTIon of 
personal DaTa 

Breaches
Data controllers have 
72 hours after becom-
ing aware of a data 
breach to notify their 
national DPA of the 
personal data breach 

except where such a 
breach is unlikely to 
result in a risk to data 
subjects’ rights and 
freedoms. 
After notifying the 
national DPA, data 
controllers are also 

required to notify, 
without undue delay, 

data subjects affected by the 
personal data breach where the 

breach is likely to result in a high risk to 
their rights and freedoms. 

Transfer of personal DaTa
The GDPR retains restrictions on the 
transfer of personal data to third coun-
tries. Both data controllers and data 
processors can transfer personal data to 
jurisdictions declared adequate by the 
EU Commission only if they implement 
appropriate safeguards and there are en-
forceable rights and legal remedies avail-
able to data subjects. 

recommenDaTIons from The 
cYprus DaTa proTecTIon 
commIssIoner 
The Office of the Commissioner for 
Personal Data Protection in Cyprus has 
published ten steps that companies can 
take to prepare for the implementation 
of the GDPR:

1. Identify which aspects of the GDPR 
may have impact on your business;

2. Create a list of your business ac-
tivities that may fall within the 

GDPR’s scope;

3. Check whether information you 
provide to data subjects needs to be 

altered to conform with the GDPR;

4. Examine how the rights of data sub-
jects impact your business activities;

5. Prepare how you will justify, if 
asked, the legal basis which allows 

you to undertake certain activities;

6. Review the GDPR’s provisions on 
consent, especially if your business 

activities are based on consent;

7. Ascertain whether your security 
measures conform with the modern-

ised technical and procedural measures 
required by the GDPR;

8. If you are involved in high-risk 
processing activities, like processing 

of special categories of personal data or 
data relating to criminal convictions and 
offences on a large scale, you will need to 
devise new mechanisms and review the 
GDPR’s provisions on data protection 
by design and by default; also, companies 
which process large-scale data or sensitive 
data should consider the appointment of 
a data protection officer;

9. If your company operates in more 
than one EU Member States, you 

should consider whether you will desig-
nate the state of its main establishment;

10. Familiarise yourself with the new 
obligations imposed on your 

business.

The GDPR aims to harmonise national 
data protection laws across the EU and 
introduces a number of new features that 
correspond with technological develop-
ments. Businesses already complying 
with the existing data protection laws 
have a strong starting point. However, 
businesses should take advantage of 
the time available before GDPR comes 
into force to consider the impact of the 
changes and identify what implementa-
tion and compliance strategies they need 
to put in place.
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GeorGe Z. GeorGIou 
& assocIaTes llc 

sional skills; GDPR Advisory 
Services.
The GZG Academy is an inte-
gral part of George Z. Georgiou 
& Associates LLC providing 
bespoke lectures, seminars, 
training sessions and breakfast 
meetings on all areas of Cypri-
ot law. Emphasis is placed on 
practical training in English, 
Greek and other languages, 
which participants can utilise 
immediately. With the assis-
tance of experienced colleagues 
from abroad, the GZG Acad-
emy also provides training on 
aspects of Cypriot law within an 
international context. Facilities 
used are the Firm’s HRDA ap-
proved training rooms, hotels, 
dedicated conference facilities or 
at client premises, according to 
specific needs.

G
eorge Z. Georgiou & Associates LLC, founded in 2005, is an award-
winning, full-service Cypriot law firm consisting of over 45 experienced 
lawyers, arbitrators, legal consultants and support staff. The Firm 
undertakes work in the following sectors: 

The Firm is ranked in the main legal directories – Chambers & Partners, Legal 500, 
Who’s Who Legal – and has won over 150 awards in 10 years. A dynamic and ener-
getic law firm, the Firm prides itself on its devotion to professionalism, passion for 
excellence and commitment to the legal services it provides. Since 2013, George Z. 
Georgiou & Associates LLC has been accredited by Investors in People.
George Z. Georgiou & Associates LLC is the sole Cypriot member of the interna-

tional alliances Ius Laboris and GALA. As a mem-
ber of these alliances, the Firm is able to provide 
prompt, fully coordinated yet locally-specific advice 
from countries across the globe on most areas of law.
George Z. Georgiou & Associates LLC and its team 
of expert consultants also provide the following 
bespoke services: Business Advisory & Corporate 
Relocation Services - helping clients relocate to or 
within Cyprus; Property A-Z - our one-stop-shop 
for all things property related, from land valuations 
to depositing of title deeds; Corporate Services - all 
matters relating to the management and day-to-day 
administration of companies; HR Advisory Services 
– assistance to HR departments as and when they 
need it; Professional Training – providing practical 
training on all aspects of Cypriot law and profes-

conTacT InformaTIon:
address: 1, Iras Street, 1060 Nicosia, Cyprus | Tel: (+357) 22763340 | fax: (+357) 22763343 | e-mail: admin@gzg.com.cy | website: www.gzg.com.cy

ThE FIRM IS 
RaNkED IN ThE 
MaIN lEGal 
DIRECToRIES aND 
haS woN ovER 
150 awaRDS IN 
10 yEaRS

ThE GZG 
aCaDEMy 
alSo PRovIDES 
TRaINING oN 
aSPECTS oF 
CyPRIoT law 
wIThIN aN 
INTERNaTIoNal 
CoNTExT

• Arbitration
• Banking & Compliance 
• Commercial
• Corporate M&A 
• Employment & Pensions 
• Estate Planning
• EU Law 

• Family 
• Intellectual Property & Media 
•  Litigation & International Commer-

cial Litigation 
• Private Client 
• Property & Construction 
• Tax


